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��
$Q� DQDO\VLV� RI� LQWHUQDWLRQDO� VHFXULW\� LVVXHV� FRPSLOHG� E\� VHFXULW\� SURIHVVLRQDOV� IRU� EXVLQHVV�
OHDGHUV�DQG�WKRVH�ZKR�DGYLVH�WKHP�
��
$V� RXU� VRFLHWLHV� EHFRPH� LQFUHDVLQJO\� GLJLWLVHG� ZH� LQWURGXFH� YXOQHUDELOLWLHV� WKDW� ZH� EDUHO\�
XQGHUVWDQG�� 0DOLFLRXV� LQGLYLGXDOV� DQG� RUJDQLVDWLRQV�� IURP� WKH� DPDWHXU� KDFNHU� WR� WKH�
VRSKLVWLFDWHG�FULPLQDO�RU�WHUURULVW��DUH�DOUHDG\�VHHNLQJ�WR�H[SORLW�WKHVH�ZHDNQHVVHV��EHIRUH�ZH�
KDYH�HYHQ�UHDOO\�EHFRPH�DZDUH�RI�WKHP���
�
,Q� WKLV� LVVXH� RI� -DQXVLDQ� 7KLQNLQJ�� JXHVW� FRQWULEXWRU� 'U� .HYLQ� 2¶%ULHQ�� 6HQLRU� 3ROLF\�
$QDO\VW��5$1'�(XURSH��RIIHUV�DQ�LQVLJKW�LQWR�D�IXWXUH�ZKHUH�WHUURULVWV�DQG�FULPLQDOV�WDUJHW�
FULWLFDO� LQIUDVWUXFWXUHV� WR� FDXVH� KDUP�� ZKLOVW� XVLQJ� WKH� LQIRUPDWLRQ� VRFLHW\� WR� WKHLU� RZQ�
DGYDQWDJH���
�
3/($6(�127(��7KH�YLHZV�H[SUHVVHG�KHUH�DUH�WKRVH�RI�WKH�DXWKRU�DORQH��DQG�GR�QRW�QHFHVVDULO\�UHIOHFW�WKRVH�RI�5$1'�

(XURSH��-DQXVLDQ�6HFXULW\�5LVN�0DQDJHPHQW�/WG�RU�7KH�5LVN�$GYLVRU\�*URXS�/WG��
�
��

³$V\PPHWULF´�7KUHDWV�7R�6RFLHW\�
�
7RGD\�� PXFK� LV� PDGH� RI� WKH� HPHUJHQFH� RI� µQHZ¶� WKUHDWV�� ,Q� UHDOLW\�� PDQ\� RI� WKHVH� DUH�
HYROXWLRQV� RI� WKUHDWV�� EURXJKW� DERXW� E\� PRGHUQLVDWLRQ� DQG� WHFKQRORJLFDO� DGYDQFHV��
&RQWHPSRUDU\� SDUODQFH� UHIHUV� WR� WKHVH� µQHZ¶� DV� ³DV\PPHWULF´� ±� VR� FDOOHG� EHFDXVH� WKH\�
DWWHPSW� WR� ILQG�DQG�H[SORLW� µ$FKLOOHV�+HHOV¶� LQ�:HVWHUQ�VRFLHWLHV�VWUHQJWKV�ZKHUH�QRQH�ZHUH�
EHOLHYHG�WR�H[LVW�SUHYLRXVO\��7KH�OLQNV�EHWZHHQ�WZR�µDV\PPHWULF¶�WKUHDWV�±�F\EHU�DWWDFNV�DQG�
WHUURULVP�±�KDYH� LQFUHDVHG�DZDUHQHVV� WKDW� WKH� WKUHDW� LV�QR� ORQJHU� MXVW� WR� WKH�VWDWH�DQG� LWV�
LQVWLWXWLRQV�� EXW� �SHUKDSV� PRUH� LPSRUWDQWO\�� WR� HYHU\GD\� VRFLHW\�� LWVHOI� VXSSRUWHG� E\� WKH�
&ULWLFDO�1DWLRQDO�,QIUDVWUXFWXUHV�RI�WKH�VWDWH��
�
*OREDOLVDWLRQ�� QHZ� OLEHUDOLVDWLRQV� LQ� IRUPHUO\� DXWRFUDWLF� VWDWHV�� LQFUHDVLQJ� SULYDWLVDWLRQ� RI�
VWDWH�IXQFWLRQV�� DQG�� PRVW� LPSRUWDQWO\�� WKH� UHYROXWLRQV� LQ� FRPSXWLQJ�� WHOHFRPPXQLFDWLRQV��
DQG� GDWD�WUDQVIHUHQFH� FDSDFLWLHV� KDYH� DIIHFWHG� VWURQJO\� ERWK� WRGD\¶V� LQWHUQDWLRQDO� VHFXULW\�
DJHQGD�DQG� WKH� QDWXUH�RI� WKH� WKUHDW�� 7KLV�� LQ� WXUQ�� KDV� OHG� WR� FRQFHUQV�DERXW� WKH�ZD\V� LQ�
ZKLFK�WRGD\¶V�WHUURULVWV�FDQ�XVH�F\EHU�VSDFH��WR�ERWK�SODQ�DQG�FRQGXFW�WKHLU�DWWDFNV��7KHVH�
IRUPV�RI�DV\PPHWULF��F\EHU��DWWDFNV�WDUJHW�WKH�PDMRU�HOHPHQWV�RI�WKH�QDWLRQDO�HFRQRP\��WKH�
SXEOLF�WHOHFRPPXQLFDWLRQV�QHWZRUN��WKH�ILQDQFLDO�DQG�EDQNLQJ�V\VWHP��WKH�HOHFWULF�SRZHU�JULG��
WKH� RLO� DQG� JDV� QHWZRUNV� DQG� WKH� QDWLRQDO� WUDQVSRUWDWLRQ� V\VWHP� �LQFOXGLQJ� WKH� DLU�
WUDQVSRUWDWLRQ� V\VWHP��� :KLOH� WKHLU� VXFFHVV� UDWH� LV� ORZ�� WKLV� ZLOO� OLNHO\� FKDQJH� LQ� WKH� QHDU�
IXWXUH��DV�WKH�PRUH�WKH�ZRUOG�GLJLWLVHV��WKH�PRUH�YXOQHUDEOH�LW�EHFRPHV�±�DQG�WKH�DELOLWLHV�RI�
F\EHU�WHUURULVWV�WR�FRS\�DQG�VKDUH�HDFK�RWKHU¶V�FDSDELOLWLHV�DUH�RQO\�IDFLOLWDWHG�E\�WKH�,QWHUQHW���
7KH�VSHFWUXP�RI�F\EHU�WKUHDWV�UDQJHV�IURP�UHFUHDWLRQDO�KDFNHUV�DW�WKH�ERWWRP�HQG�WR�QDWLRQDO�
LQWHOOLJHQFH� VHUYLFHV� DQG� DUPHG� IRUFHV� DW� WKH� WRS� HQG�� ,Q� EHWZHHQ�� LQ� WHUPV� RI� FDSDELOLW\��
HQWLWLHV� VXFK� DV� VHPL�RUJDQLVHG� FUDFNHUV�� KDFNWLYLVWV�� RUJDQLVHG� FULPLQDOV� DQG� WHUURULVWV� DOO�
IORDW��7KHVH�F\EHU�WKUHDWV�FDQ�EH�GHILQHG�DV�³DOO�IRUPV�RI�HOHFWURQLF�DWWDFN�DV�ZHOO�DV�SK\VLFDO�
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�� 7KH� WHUP� ³F\EHU�VSDFH´� LV� XVHG�KHUH� WR� UHIHU� WR� DQ\� DQG� DOO� DVSHFWV� RI� WKH� ,QWHUQHW� DQG�
:RUOG�:LGH� :HE� �LQFOXGLQJ� FRPPXQLFDWLRQV� DQG� LQIRUPDWLRQDO� PHDQV��� DV� ZHOO� DV� DQ\�
QHWZRUNHG�V\VWHP�RU�V\VWHPV�ZKLFK�DUH�FRQQHFWHG�WR�RWKHU�V\VWHPV�RXWVLGH�RI�WKHPVHOYHV��
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DWWDFNV�DQG�WKUHDWV� WR�V\VWHP� LQWHJULW\´��7KH�PRVW�ZRUU\LQJ�RI� WKHVH�WKUHDWV�DUH�WKRVH�WKDW�
PD\� FDXVH� REVHUYDEOH� GLVUXSWLRQ� �H�J�� GLUHFW� DFWLRQ�� WHUURULVP�� DQG� WKRVH� WKDW� PD\� EH�
FODQGHVWLQH� �H�J�� HVSLRQDJH� DQG� FULPH��� 6XFK� WKUHDWV� MHRSDUGLVH� ERWK� WKH� IXQFWLRQLQJ� RI�
LQIUDVWUXFWXUHV� DQG� WKH� GDWD� WKH\� FDUU\� �L�H�� WKH� FRQILGHQWLDOLW\�� LQWHJULW\� DQG� DYDLODELOLW\� RI�
LQIRUPDWLRQ�DQG�LQIRUPDWLRQ�V\VWHPV����
�
7KHVH� ³LQIRUPDWLRQ� DJH� WHUURULVWV´� SUHVHQW� D� SRWHQWLDOO\� JUHDWHU� WKUHDW� ±� LQ� WHUPV� RI� WKH�
SRWHQWLDO� WR� UHQGHU�PDVV� GHVWUXFWLRQ�GLVUXSWLRQ� WR� WRGD\¶V� LQIRUPDWLRQ�DJH� VRFLHWLHV� ±� WKDQ�
PDQ\�RWKHUV�LQ�WKH�SDVW��
�
7HUURULVP�LV�DERXW�FUHDWLQJ�IHDU�LQ�VRFLHW\��WKURXJK�WKH�WKUHDW�RU�XVH�RI�YLROHQFH��LQ�VXSSRUW�RI�
D� SROLWLFDO� RU� UHOLJLRXV� DJHQGD�� ZKDW� KDV� FKDQJHG� DERXW� WKH� µQHZ¶� �YHUVXV� WUDGLWLRQDO��
WHUURULVP� LV� WKDW� WRGD\¶V� WHUURULVW� LV�YLUWXDOO\�XQOLPLWHG� LQ� WKHLU� WDUJHWLQJ�DQG� WKHLU�GHPDQGV��
RIWHQ� XVLQJ� WHUURU� DV� DQ� HQGV� LWVHOI�� 7KHVH� WHUURULVWV�� DV� H[HPSOLILHG� E\� DO�4DHGD� DQG� LWV�
VXSSRUWHUV�� DUH� FRQVWDQWO\� VHDUFKLQJ� IRU� QHZ� µDV\PPHWULF¶� PHDQV� WR� DWWDFN� DOO� DVSHFWV� RI�
VRFLHW\�±�WKH�DWWDFNV�RI�6HSWHPEHU������ZHUH�H[HPSODU\�RI�VXFK�DV\PPHWULF�PHDQV���
�
,URQLFDOO\��WKH�WHFKQRORJLFDOO\�DGYDQFHG�QDWXUH�RI�:HVWHUQ�VRFLHW\�LV�PDNLQJ�WKH�WHUURULVW¶V�MRE�
PXFK�HDVLHU�WKURXJK�LWV� UHOLDQFH�� LQFUHDVLQJ�GDLO\��RQ� ODUJH�YROXPHV�RI� LQIRUPDWLRQ�SURYLGHG�
WKURXJK�D� ODUJHO\�XQUHJXODWHG� ,QWHUQHW� WKDW� LV�XQLPSHGHG�E\� µQDWLRQDO¶� ERXQGDULHV�� ,Q�PRVW�
LQVWDQFHV��WKH�SRSXODWLRQV�DQG�JRYHUQPHQWV�RI�:HVWHUQ�FRXQWULHV�UHO\�DOPRVW�HQWLUHO\�RQ�WKH�
FULWLFDO� LQIRUPDWLRQ� LQIUDVWUXFWXUHV� RI� JRYHUQPHQW� DQG� FRUSRUDWH� FRPSXWHU�VHUYHUV��
WHOHFRPPXQLFDWLRQV� IDFLOLWLHV�DQG�,QWHUQHW�6HUYLFH�3URYLGHUV��7KLV� LV�DOO� WKH�PRUH�FRQFHUQLQJ�
ZKHQ� WKH�:HVW¶V� UHOLDQFH� RQ� LQIRUPDWLRQ� DQG� LQIRUPDWLRQ� V\VWHPV� DV� D� YLWDO� FRPSRQHQW� RI�
GHFLVLRQ�PDNLQJ� LV�PDGH�FOHDU�� WKH�H[SORLWDWLRQ�RI� WKHVH�QRGHV�E\�WHUURULVWV�FDQ�EH�XVHG�WR�
LQILOWUDWH� RU� GLVUXSW� ,QIRUPDWLRQ� 7HFKQRORJ\� V\VWHPV�� LQFOXGLQJ� WKRVH� XVHG� IRU� FRPPDQG��
FRQWURO��FRPPXQLFDWLRQV�DQG�ORJLVWLFV��WR�PRGLI\�RU�PDQLSXODWH�GDWD��RU�WR�DWWDFN�WKH�QDWLRQDO�
VWUDWHJLF� LQIUDVWUXFWXUH� �H�J�� E\� GLVUXSWLQJ� FULWLFDO� V\VWHPV� VXFK� DV� LQWHUQDWLRQDO� DLU� WUDIILF�
FRQWURO�V\VWHPV���
�
)XWXUH� WHUURULVWV� ZLOO� KDYH� D� QXPEHU� RI� WRROV� DW� WKHLU� GLVSRVDO�� LQFOXGLQJ� WKH� XVH� RI� F\EHU��
ZDUIDUH� DQG� WKH� DFTXLVLWLRQ� RI� VHOHFWHG� KLJK�WHFKQRORJ\� VHQVRUV�� FRPPXQLFDWLRQV�� DQG�
ZHDSRQ�V\VWHPV��7KH�H[SORLWDWLRQ�RI�FLYLOLDQ�UHVRXUFHV�VXFK�DV�WKH�,QWHUQHW�DQG�FRPPHUFLDO�
VDWHOOLWH�LPDJHU\��DV�ZHOO�DV�WKH�SUROLIHUDWLRQ�RI�DGYDQFHG�ZHDSRQV��DOORZ�WKH�WHUURULVW�EHWWHU�
RSHUDWLRQDO� SODQQLQJ�� PRUH� DFFXUDWH� WDUJHWLQJ� DQG�� WKXV�� JUHDWHU� GDPDJH� SRWHQWLDO�� 7KLV�
VWUDWHJ\�ZRXOG� VHH� F\EHU�ZHDSRQV�DQG� �WRROV�EHLQJ�XVHG� WR�GLVUXSW� LQIRUPDWLRQ�WHFKQRORJ\�
�,7��GHSHQGHQW� PLOLWDU\� DQG� FLYLOLDQ� V\VWHPV�� DV� ZHOO� DV� ODXQFKLQJ� DWWDFNV� RQ� FULWLFDO�
LQIUDVWUXFWXUHV�LQ�RUGHU�WR�GLVUXSW�DQG�GHVWUR\�WKH�HFRQRPLHV�DQG�LQIUDVWUXFWXUHV�RI�:HVWHUQ�
VWDWHV��
�
$OO� RI� WKHVH� SUHVHQW� UHDG\� µDV\PPHWULF¶� WDUJHWV�� WKLV� LV� HVSHFLDOO\� WKH� FDVH� IRU� µF\EHU�
WHUURULVP¶�� ZKHUH� DWWDFNV� WKDW� XQGHUPLQH� WUXVW� DQG� FRQILGHQFH� ZRXOG� VHHP� WR� EH� GLUHFWO\�
XVHIXO�� HYHQ� �RU� HVSHFLDOO\�� LI� WKH\� OHDYH� WKH� IXQFWLRQLQJ� RI� WKH� LQIUDVWUXFWXUH� DQG� WKH�
WUDQVPLVVLRQ� RI� VLJQDOV� LQWDFW�� 5HVSRQGLQJ� WR� D� SRWHQWLDOO\� GHYDVWDWLQJ� F\EHU�DWWDFN� ±� RU�
PLWLJDWLQJ� WKH� WKUHDW� RI� RQH� ±� KDV� EHFRPH� RQH� RI� WKH� NH\� SULRULWLHV� RI� PRVW� DGYDQFHG�
JRYHUQPHQWV�WRGD\��

,QIRUPDWLRQ�7HUURULVP�

�
,Q�WKH�,QIRUPDWLRQ�$JH��WHUURULVP�KDV�IRXQG�LQFUHDVLQJO\�SURPLQHQW�XVHV�IRU�LQVWUXPHQWV�VXFK�
DV� WKH� ,QWHUQHW� WR� IDFLOLWDWH� LWV� HIIRUWV�� 7KLV� ³LQIRUPDWLRQ� WHUURULVP´� H[SORLWV� WKH� ,QWHUQHW��
SURYLGLQJ� WKH� QH[XV� EHWZHHQ� WKH� FULPLQDO� DEXVH� RI� LQIRUPDWLRQ� V\VWHPV� DQG� WKH� SK\VLFDO�
YLROHQFH�RI�PRVW�WHUURULVP��DOO�LQ�WKH�LQWHUHVWV�RI�VXSSRUWLQJ�RU�IDFLOLWDWLQJ�D�WHUURULVW�FDPSDLJQ�
RU�DFWLRQ���7KH� ,QWHUQHW�KDV� IDFLOLWDWHG� WKH�PHWDPRUSKRVLV�RI�PDQ\� WHUURULVW�QHWZRUNV� IURP�
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�� $V� GHILQHG� E\� WKH� ,QIRUPDWLRQ� $VVXUDQFH� $GYLVRU\� &RXQFLO� �,$$&�� 7KUHDW� $VVHVVPHQW�
:RUNLQJ�*URXS�±�VHH��ZZZ�LDDF�RUJ�XN��
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WKRVH�RI�VWURQJ�FHQWUDO�FRQWURO� WR�RQHV�ZLWK�QR�FOHDU�FHQWUH�RI�FRQWURO�GXH�WR� LWV�QHWZRUNHG�
QDWXUH��,Q�WKLV�VDPH�VHQVH��WKH�,QWHUQHW�FDQ�EH�XVHG�IRU�FODQGHVWLQH�FRPPXQLFDWLRQV�WKURXJK�
9LUWXDO�3ULYDWH�1HWZRUNV��SRVWLQJ�PHVVDJHV�RQ�H�PDLO�DQG�HOHFWURQLF�EXOOHWLQ�ERDUGV��DV�ZHOO�
DV�VWHJDQRJUDSK\� �KLGLQJ�PHVVDJHV�ZLWKLQ�SLFWXUHV�DQG�REMHFWV��DQG�HQFU\SWLRQ��7HUURULVWV��
RUJDQLVHG� FULPH� DQG� RWKHU� VXE�VWDWH� PDOLFLRXV� DFWRUV� FDQ� XVH� WKH� GDWD�� LQIRUPDWLRQ� DQG�
NQRZOHGJH�UHVRXUFHV�DYDLODEOH� LQ� WKH�,QIRUPDWLRQ�6RFLHW\� WR�SODQ�DQG�RUJDQLVH�� ILQDQFH�DQG�
FRPPXQLFDWH�� DQG� HQVXUH� FRPPDQG�DQG�FRQWURO� RYHU� UHDO�ZRUOG� RSHUDWLRQV� ±� LQGHHG��
WHUURULVWV�JDLQ�VHFUHF\�� LQFUHDVHG�HDVH�RI� ORFDWLQJ�RU� LQWHUDFWLQJ�ZLWK� WKRVH�ZKR� VKDUH� WKHLU�
LQWHUHVWV��DQG�D�FHUWDLQ�µYLUWXDOLW\¶�WKDW�ORZHUV�WKH�KXPDQ�EDUULHUV�WR�WHUURULVW�DFWLYLW\�WKURXJK�
WKHLU�H[SORLWDWLRQ�RI�F\EHU�VSDFH��WKLV�ZDV�FOHDUO\�GHPRQVWUDWHG�RYHU�WKH�SDVW�HLJKW�\HDUV�E\�
DO�4DHGD� DQG� RWKHU� SDQ�,VODPLVW� WHUURULVW� RUJDQL]DWLRQV�� DQG� LV� QRW� D� SRVW�6HSWHPEHU� �����
UHDOLVDWLRQ���
�
,W� LV� DOVR� OLNHO\� WKDW� WKHVH� DV\PPHWULF� WKUHDWV� ZLOO� FRPH� IURP� GLYHUVH�� GLIIHULQJ� DQG�
VLPXOWDQHRXV� YHFWRUV�� )RU� H[DPSOH�� WKH� SRVVLELOLW\� WKDW� WHUURULVP� ZLOO� EH� DFFRPSDQLHG� RU�
FRPSRXQGHG� E\� F\EHU��LQIUDVWUXFWXUH�DWWDFNV� GDPDJLQJ� YLWDO� FRPPHUFLDO�� PLOLWDU\�� DQG�
JRYHUQPHQW� LQIRUPDWLRQ� DQG� FRPPXQLFDWLRQV� V\VWHPV� LV� RI� JUHDW� FRQFHUQ�� ,Q� WKLV� VHQVH�� D�
PDMRU� :HVWHUQ� FRXQWU\� FRXOG� VXIIHU� JUHDWO\� DW� WKH� KDQGV� RI� DQ� HGXFDWHG�� HTXLSSHG�� DQG�
FRPPLWWHG� JURXS� RI� IHZHU� WKDQ� ILIW\� SHRSOH�� VXFK� DQ� DWWDFN� FRXOG� FDXVH� DQ� HIIHFW� YDVWO\�
GLVSURSRUWLRQDWH�WR�WKH�UHVRXUFHV�H[SHQGHG�WR�XQGHUWDNH�LW��7KH�DWWDFNV�RI�6HSWHPEHU������
ZHUH� ±� LQ� WKHPVHOYHV� ±� DWWDFNV� RQ� WKH� DGYDQFHG� µ,QIRUPDWLRQ� 6RFLHW\¶� DV� WKH\� DLPHG� WR�
GHVWUR\� WUXVW� DQG� FRQILGHQFH� LQ� ERWK� WKH� ILQDQFLDO� DQG� SROLWLFR�PLOLWDU\� SLOODUV� RI� :HVWHUQ�
VRFLHW\���
�
,Q� WKH� IXWXUH��JURXSV� OLNH�DO�4DHGD�PD\�XVH�F\EHU�WRROV�DQG�NQRZOHGJH�DW� WKHLU�GLVSRVDO� WR�
FDXVH�DGGLWLRQDO�GHVWUXFWLRQ�DQG�FKDRV�DORQJVLGH�UHDO�ZRUOG�DWWDFNV��$WWDFNLQJ�DQ�LQIRUPDWLRQ�
V\VWHP�ZRXOG�EH�D�JRRG�ZD\�WR�HLWKHU�GLVWUDFW�WKH�WDUJHW�RU�RWKHUZLVH�HQDEOH�WKH�WHUURULVW�WR�
SHUIRUP� D� SK\VLFDO� DWWDFN�� IRU� H[DPSOH�� KDG� $XP� 6KLQULN\R� EHHQ� DEOH� WR� FUDFN� WKH� 7RN\R�
SRZHU� V\VWHP� DQG� VWRS� WKH� VXEZD\V�� WUDSSLQJ� SDVVHQJHUV� RQ� WKH� WUDLQV�� WKH� QXPEHU� RI�
FDVXDOWLHV�FDXVHG�E\�WKHLU������6DULQ�JDV�DWWDFN�PLJKW�KDYH�EHHQ�VLJQLILFDQWO\�ODUJHU��$QRWKHU�
H[DPSOH�FRXOG�EH�WDNLQJ�GRZQ�D�FLW\¶V�HPHUJHQF\�WHOHSKRQH�V\VWHP�WKURXJK�D�F\EHU�DWWDFN�
ZKLOH�VHWWLQJ�RII� WHUURULVW�ERPEV�DQG� LQWHUIHULQJ�ZLWK� WKH�PHGLD�±�SURGXFLQJ�DQ�DV\PPHWULF�
V\QHUJ\�� LQFUHDVLQJ� WKH� H[SORLWDWLRQ� OHYHOV� DQG� PDNLQJ� WKH� LQGLYLGXDO� DWWDFNV� PXFK� PRUH�
HIIHFWLYH�WKDQ�WKH\�ZRXOG�KDYH�EHHQ�DORQH��
�
,QIRUPDWLRQ�7HUURULVP�DQG�&\EHU�FULPH��
�
:KLOH�DPDWHXU�KDFNHUV�UHFHLYH�PRVW�SXEOLFLW\��D�JUHDWHU� WKUHDW� LV�SRVHG�E\�SURIHVVLRQDOV�RU�
³F\EHU�PHUFHQDULHV´�� VRPH� KLJKO\�VNLOOHG� DQG� �WUDLQHG� YHWHUDQV� RI� JRYHUQPHQW� DJHQFLHV� RU�
FRUSRUDWH� LQWHOOLJHQFH� EUDQFKHV� ZRUNLQJ� RQ� WKH� RSHQ� PDUNHW�� LQFUHDVLQJO\� LQ� VXSSRUW� RI�
WHUURULVW� DQG�RU� FULPLQDO� JURXSV�� 7KH� &RORPELDQ� GUXJ� FDUWHOV�� IRU� H[DPSOH�� KLUHG� F\EHU�
PHUFHQDULHV� WR� LQVWDOO� DQG� UXQ� D� VRSKLVWLFDWHG� VHFXUH� FRPPXQLFDWLRQV� V\VWHP�� ZKLOH�
$PVWHUGDP�EDVHG�JDQJV� �LQFOXGLQJ�SHRSOH�VPXJJOHUV��XVHG�SURIHVVLRQDO�KDFNHUV� WR�PRQLWRU�
DQG� GLVUXSW� WKH� FRPPXQLFDWLRQV� DQG� LQIRUPDWLRQ� V\VWHPV� RI� SROLFH� VXUYHLOODQFH� WHDPV��
1XPHURXV�WUDLQHG�KDFNHUV��VRPH�WKH�SURGXFW�RI�5XVVLDQ�DQG�(DVWHUQ�EORF�JRYHUQPHQWV��KDYH�
ORFDWHG�WKHPVHOYHV�LQ�FRXQWULHV�VXFK�DV�%XOJDULD��QRWRULRXV�DV�D�YLUXV�IDFWRU\��DQG�WKH�%DOWLF�
6WDWHV��ZKHUH�SRUWDEOH�'LUHFWHG�(QHUJ\�:HDSRQV��ZKLFK�ZLOO�GHYDVWDWH�XQVKLHOGHG�HOHFWURQLF�
FLUFXLWU\�� FDQ� EH� SXUFKDVHG� RSHQO\�� ,Q� DGGLWLRQ�� FRPSDUHG� WR� DPDWHXU� KDFNHUV�� WKHVH�
SURIHVVLRQDOV�FDQ�EH�YHU\�PRELOH�±�PDNLQJ�OLQNV�ZLWK�FULPH�JURXSV�RI�JUHDW�LQWHUHVW��
�
7KHUH� LV� D� VWURQJ� FRQFHUQ� WKDW� VXFK� WKUHDWV� ±� FRPSRXQGHG�E\� F\EHU�FULPH� DFWLYLWLHV� ±�ZLOO�
XQGHUPLQH�FLWL]HQ�WUXVW�LQ�WKH�QHZ�HFRQRP\��WKUHDWHQLQJ�WKH�GHYHORSPHQW�RI�WKH�,QIRUPDWLRQ�
6RFLHW\�� ,Q�0DUFK�������5RELQ�&RRN�ZDUQHG� WKDW� ³D�FRPSXWHU�EDVHG�DWWDFN�RQ� WKH�QDWLRQDO�
LQIUDVWUXFWXUH� FRXOG� FULSSOH� WKH� QDWLRQ� PRUH� TXLFNO\� WKDQ� D� PLOLWDU\� VWULNH�´� 7KH� (XURSHDQ�
&RPPLVVLRQ� VLPLODUO\� SRLQWHG� RXW� WKDW� ³WKH� LQIRUPDWLRQ� LQIUDVWUXFWXUH� KDV� EHFRPH� D� FULWLFDO�
SDUW� RI� WKH� EDFNERQH�RI� RXU� HFRQRPLHV�� 8VHUV� VKRXOG� EH� DEOH� WR� UHO\� RQ� WKH� DYDLODELOLW\� RI�
LQIRUPDWLRQ� VHUYLFHV� DQG�KDYH� WKH� FRQILGHQFH� WKDW� WKHLU� FRPPXQLFDWLRQV� DQG�GDWD� DUH� VDIH�
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IURP�XQDXWKRULVHG�DFFHVV�RU�PRGLILFDWLRQ��7KH� WDNH�XS�RI�HOHFWURQLF�FRPPHUFH�DQG� WKH� IXOO�
UHDOLVDWLRQ�RI�,QIRUPDWLRQ�6RFLHW\�GHSHQG�RQ�WKLV�´�
�
7KH� FRPPHUFLDO� ZRUOG� LV� SD\LQJ� LQFUHDVLQJ� DWWHQWLRQ� WR� WKLV� SUREOHP�� LW� LV� QRW� RQO\� LQ� WKH�
PLOLWDU\�EXW�DOVR�LQ�WKH�FLYLOLDQ�DQG�FRPPHUFLDO�VHFWRUV�WKDW�VXFK�WKUHDWV�KDYH�JURZQ��DV�ZDV�
DSWO\� GHPRQVWUDWHG� E\� ERWK� WKH�'LVWULEXWHG�'HQLDO� RI� 6HUYLFH� DWWDFNV� ODXQFKHG� DJDLQVW� WKH�
,QWHUQHW�EDVHG� FRPSDQLHV� <DKRR�� $PD]RQ� DQG� (�ED\� GXULQJ� ����������� 6LPLODUO\�� WKH�
,/29(<28� H�PDLO� YLUXV� ±� HVWLPDWHG� WR� KDYH� FRVW� :HVWHUQ� EXVLQHVVHV� 86��� ELOOLRQ� ������
ELOOLRQ�� LQ� GDPDJH� ±� ZDV� ODXQFKHG� VHHPLQJO\� DV� D� SUDFWLFDO� MRNH� IURP� WKH� 3KLOLSSLQHV� E\�
FROOHJH� VWXGHQWV� LQ� ������:RUOGZLGH� FRPSXWHU� QHWZRUN� LQWUXVLRQV� ZHUH� HVWLPDWHG� WR� KDYH�
FRVW� FRPSDQLHV� VRPH� ���EQ� LQ� ������ZLWK� (XURSHDQ� FRPSDQLHV� DORQH� ORVLQJ� VRPH� ����EQ�
IURP� LQIRUPDWLRQ� VHFXULW\� EUHDFKHV�� 7KLV� ULVLQJ� WLGH� RI� FULPH� LV� XQGHUPLQLQJ� FRQVXPHU�
FRQILGHQFH�DQG�VORZLQJ�WKH�JURZWK�RI�H�%XVLQHVV��,Q�WKH�86��WKH�)HGHUDO�7UDGH�&RPPLVVLRQ�
HVWLPDWHV�WKDW�����RI�,QWHUQHW�XVHUV�GR�QRW�EX\�RQOLQH�EHFDXVH�RI�VHFXULW\�IHDUV��LQ�%ULWDLQ��
WKH�1DWLRQDO�&RQVXPHU�&RXQFLO� IRXQG�WKDW�RYHU�����RI�,QWHUQHW�XVHUV�ZRXOG�VSHQG�PRUH� LI�
WKH\�FRXOG�EH�UHDVVXUHG�DERXW�WKH�VHFXULW\�RI�H�&RPPHUFH�VLWHV��7KLV�FRXOG�KDYH�D�SRWHQWLDOO\�
GDPDJLQJ�HIIHFW�RQ�H�%XVLQHVV�DQG�H�&RPPHUFH�IRU�DOO��,Q�WKLV�VHQVH��DQ�RSSRQHQW�FRXOG�DOVR�
FRQGXFW� D� VORZ�PRWLRQ� VWUDWHJLF� HFRQRPLF� ZDUIDUH� FDPSDLJQ� DJDLQVW� SULYDWH� HFRQRPLF�
LQWHUHVWV�LQ�WKH�:HVW��WKURXJK�DWWDFNV�RQ�D�ZLGH�UDQJH�RI�H�SD\PHQWV�RU�HOHFWURQLF�FXUUHQF\�
V\VWHPV� WKDW� IDFLOLWDWH� WKH� JOREDO� WUDQVLWLRQ� WR� H�FRPPHUFH� E\� D� KLJK�SHUIRUPDQFH� FULPLQDO�
RUJDQLVDWLRQ��
�
³,QIRUPDWLRQ�$JH�7HUURULVP´�DQG�1HWZDU�
�
2QH� RI� WKH� ZD\V� LQ� ZKLFK� RIILFLDOV� ZRUOG�ZLGH� DUH� GHYHORSLQJ� QHZ� PHWKRGV� IRU� FULWLFDO�
LQIUDVWUXFWXUH�SURWHFWLRQ��&,3�� LV�WKURXJK�GHYHORSLQJ�DQ�XQGHUVWDQGLQJ�RI�KRZ�WKH�WHUURULVWV�
FDUULHG� RXW� WKH� 6HSWHPEHU� ����� DWWDFNV�� 0DQ\� REVHUYHUV� KDYH� VWDWHG� WKDW� %LQ� /DGHQ�
GHPRQVWUDWHG� D� VRSKLVWLFDWHG� NQRZOHGJH� RI� ,&7� LQ� WKH� PRQWKV� EHWZHHQ� WKH� $XJXVW� �����
DWWDFNV�LQ�$IULFD�DQG�WKH�6HSWHPEHU������DWWDFNV�LQ�WKH�86��$�UHSRUW�UHOHDVHG�WKH�GD\�DIWHU�
WKH� 86� DWWDFNV� VWDWHG� WKDW� %LQ� /DGHQ� PD\� KDYH� GHOLEHUDWHO\� XVHG� WKH� :HVW¶V� LQWHOOLJHQFH�
FDSDELOLWLHV�DJDLQVW�LW�E\�µVSRRILQJ¶�WKHVH�LQWHOOLJHQFH�VHUYLFHV�±�DQG�SDUWLFXODUO\�WKHLU�6,*,17�
DVVHWV�±�LQWR�EHOLHYLQJ�WKDW�DQ�DWWDFN�ZDV�JRLQJ�WR�WDNH�SODFH�LQ�$IULFD�DQG�QRW�WKH�86��6LQFH�
0D\�� WKHUH� KDG� EHHQ� QXPHURXV� ZDUQLQJV� WKDW� ELQ� /DGHQ� RU� DQRWKHU� WHUURULVW� OHDGHU� ZDV�
SUHSDULQJ�D�PDMRU� FDPSDLJQ�DJDLQVW�$PHULFDQV��EXW�DOO� WKH� LQWHOOLJHQFH� VXJJHVWHG� WKDW�DQ\�
DWWDFNV� ZRXOG� FRPH� RYHUVHDV�� 8QWLO� DV� UHFHQWO\� DV� ������ %LQ� /DGHQ� XVHG� KLJK�WHFKQRORJ\�
PHDQV��VXFK�DV�VDWHOOLWH�WHOHSKRQHV��WR�FRPPXQLFDWH�ZLWK�KLV�IROORZHUV��*RYHUQPHQW�RIILFLDOV�
KDYH� UHSRUWHG� WKDW� WKLV� VWRSSHG� DEUXSWO\� DV� %LQ� /DGHQ� UHDOLVHG� WKH� SRWHQWLDO� WKUHDW� WKLV�
SUHVHQWHG�KLP��DQG�VXEVHTXHQWO\�XVHG�WKH�FRPPXQLFDWLRQV�KH�NQHZ�WKH�8QLWHG�6WDWHV�ZDV�
PRQLWRULQJ�WR�WKURZ�$PHULFD
V�VSLHV�RII�KLV�WUDLO��ZKLOH�GHSOR\LQJ�³KXPDQ�FRXULHUV´�WR�FDUU\�KLV�
UHDO�PHVVDJHV�DQG�PRQH\��+RZHYHU��DOWKRXJK�%LQ�/DGHQ�PD\�RQO\�XVH�WKH�ORZHVW�WHFKQRORJ\�
PHDQV� ±� VXFK� DV� LQ�SHUVRQ� FRPPXQLFDWLRQ�ZLWK� KLV� VXERUGLQDWHV� ±� WKHVH� VXERUGLQDWHV� DUH�
EHOLHYHG�WR�XVH�KLJK�WHFK�PHDQV��VXFK�DV�HQFU\SWHG�,QWHUQHW�PHVVDJHV��WR�FRUUHVSRQG�ZLWK�
HDFK�RWKHU��WKLV�ZDV�FOHDU�IURP�WKH�FDSWXUH�RI�.KDOLG�6KHLN�0RKDPPHG�LQ�3DNLVWDQ��ZKR�KDG�
PDVVHV�RI�,7�VXSSRUWHG�GDWD�ZLWK�KLP�DW�WKH�WLPH�RI�KLV�FDSWXUH��
�
7RGD\��WHUURULVWV�DQG�FULPH�JURXSV�DUH�XVLQJ�F\EHU�VSDFH�IRU�WKHLU�RZQ�PHDQV��
�

� D�QXPEHU�RI�WUDQVQDWLRQDO�WHUURULVW�JURXSV��VXFK�DV�WKH�3HUXYLDQ�6HQGHUR�/XPLQRVR��
DUH�EHFRPLQJ�PRUH�LQYROYHG�LQ�F\EHU�FULPH�WR�IXQG�WKHLU�DFWLYLWLHV�

� WKH� 5XVVLDQ�PDIL\D� DQG� RWKHU� JURXSV� DUH�PRYLQJ� DZD\� IURP� GUXJV� LQWR� WKH� PRUH�
SURILWDEOH�EXVLQHVV�RI�F\EHU�FULPH�

� WKH�PRVW�QRWLFHDEOH�UHDO�DWWDFNV�E\�D�WHUURULVW�JURXS�KDYH�EHHQ�WKRVH�FRQGXFWHG�E\�
WKH� 7DPLO� 7LJHUV� �/77(�� ZKR� VZDPSHG� 6UL� /DQNDQ� HPEDVVLHV� ZLWK� ���� H�PDLO�
PHVVDJHV� D� GD\� IRU� ��ZHHNV�� DQ� DWWDFN� FKDUDFWHULVHG� DV� WKH� ILUVW� NQRZQ�DWWDFN� E\�
WHUURULVWV�DJDLQVW�D�FRXQWU\¶V�FRPSXWHU�V\VWHPV�

� WKH�3URYLVLRQDO�,5$�LV�EHOLHYHG�WR�KDYH�KLUHG�KDFNHUV�WR�SHQHWUDWH�%ULWLVK�JRYHUQPHQW�
FRPSXWHUV� LQ�RUGHU� WR�JHW� WKH�KRPH�DGGUHVVHV�RI� ODZ�HQIRUFHPHQW�DQG� LQWHOOLJHQFH�
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RIILFHUV�IRU�D�SODQ�WR�NLOO�WKHP�LQ�D�³QLJKW�RI�WKH�ORQJ�NQLYHV´�LI�WKH�%ULWLVK�JRYHUQPHQW�
GLGQ¶W�PHHW�WKH�FHDVH�ILUH�WHUPV��

� LQ�WKH�DIWHUPDWK�RI�6HSWHPEHU�������D�QHZ�JURXS�FDOOLQJ�WKHPVHOYHV�WKH�³DO�4DHGD�
2QOLQH�$OOLDQFH´�EHJDQ�WR�XQGHUWDNH�F\EHU�DWWDFNV�LQ�VXSSRUW�RI�2VDPD�ELQ�/DGHQ�

� SHUKDSV�PRVW�LQWHUHVWLQJ�RI�DOO�LV�WKH�PDVVLYHO\�LQFUHDVHG�LQWHUHVW�VKRZQ�E\�-DSDQHVH�
WHUURULVW� FXOW� $XP� 6KLQU\NR� LQ� FRPSXWHU� ILUPV� DQG� VRIWZDUH�� ZKRVH� VKDGRZ�
FRPSDQLHV�LQFOXGH�PRUH�WKDQ����ILUPV�DQG����JRYHUQPHQW�DJHQFLHV��LQFOXGLQJ�SROLFH��
DPRQJVW�WKHLU�FOLHQWV��

)XWXUH�2XWORRN�
�
2QH�RI�WKH�UHVWUDLQWV�RQ�DQ�DOO�RXW�WHUURULVW�DVVDXOW�RQ�FULWLFDO�LQIUDVWUXFWXUHV�LV�WKDW�WKH�EDUULHU�
WR�HQWU\�IRU�DQ\WKLQJ�EH\RQG�KDFNLQJ�LV�TXLWH�KLJK��JHQHUDOO\��WHUURULVWV�ODFN�WKH�ZKHUHZLWKDO�
DQG�KXPDQ� FDSLWDO� QHHGHG� WR�PRXQW� D�PHDQLQJIXO� RSHUDWLRQ��0DQ\� WHUURULVWV� KDYH� QRW� \HW�
LQWHJUDWHG�,&7�LQWR�WKHLU�VWUDWHJ\�DQG�WDFWLFV�� LQ�DGGLWLRQ��WKH�JHQHUDOO\�QRQ�OHWKDO�QDWXUH�RI�
F\EHU�DWWDFNV�WKXV�IDU�PD\�PDNH�WKHP�OHVV�DWWUDFWLYH�WR�WHUURULVWV�ZLVKLQJ�WR�FDXVH�FDVXDOWLHV��
DOWKRXJK� WKH� DWWUDFWLRQ� RI� XQGHUPLQLQJ� VRFLHW\� VKRXOG� QRW� EH� LJQRUHG�� 8OWLPDWHO\�� LQ� WKH�
RSSRVLWH�VHQVH��WKH�,&7�UHYROXWLRQ�PD\�DOVR�OHVVHQ�WKH�QHHG�IRU�YLROHQFH�E\�PDNLQJ�LW�HDVLHU�
IRU�VXE�VWDWH�JURXSV�WR�JHW�WKHLU�PHVVDJH�RXW�±�DOWKRXJK�ORRNLQJ�DW�DO�4DHGD�DV�DQ�H[WUHPHO\�
,&7�SURILFLHQW�RUJDQLVDWLRQ�GRHV�QRW�VXSSRUW�WKLV�WKHVLV��XQOHVV�FDVXDOWLHV�RFFXU��WKHUH�LV�OHVV�
GUDPD� DQG� HPRWLRQDO� DSSHDO�� ,Q� WKLV� VHQVH�� D� IXOO�VFDOH� ³F\EHU�WHUURULVW´� FDSDELOLW\� UHPDLQV�
VRPHWKLQJ�YHU\�PXFK�RI�WKH�IXWXUH��
�
7KLV� PD\� FKDQJH� UDSLGO\�� KRZHYHU�� WKH� QH[W� JHQHUDWLRQ� RI� WHUURULVWV� DUH� JURZLQJ�XS� LQ� D�
GLJLWDO�ZRUOG��ZLWK�HYHU�PRUH�SRZHUIXO�DQG�HDV\�WR�XVH�KDFNLQJ�WRROV�DW�WKHLU�GLVSRVDO��7KH\�
PLJKW� VHH� JUHDWHU� SRWHQWLDO� IRU� ³F\EHU�WHUURULVP´� WKDQ� GR� WKH� WHUURULVWV� RI� WRGD\�� DQG� WKHLU�
OHYHOV�RI�NQRZOHGJH�DQG�VNLOOV� UHODWLQJ�WR�KDFNLQJ�ZLOO�EH�JUHDWHU��)RU� WKH�PRPHQW��KLMDFNHG�
YHKLFOHV�� WUXFN� ERPEV�� DQG�ELRORJLFDO�ZHDSRQV� VHHP� WR� SRVH� D� JUHDWHU� WKUHDW� WKDQ� ³F\EHU�
WHUURULVP´��KRZHYHU�� MXVW�DV� WKH�HYHQWV�RI�6HSWHPEHU����FDXJKW�XV�E\�VXUSULVH�� VR�FRXOG�D�
PDMRU�F\EHU�DVVDXOW��
�
)XUWKHU�LQIRUPDWLRQ��-DQXVLDQ�6HFXULW\�5LVN�0DQDJHPHQW�LV�WKH�VSHFLDOLVW�SROLWLFDO�ULVN�DQG�
VHFXULW\� VXEVLGLDU\� RI� 7KH� 5LVN� $GYLVRU\� *URXS� /WG�� )RU� IXUWKHU� LQIRUPDWLRQ� SOHDVH� YLVLW�
ZZZ�MDQXVLDQ�FRP���
�
&25325$7(�6(&85,7<�352)(66,21$/6�
,I�\RX�KDYH�QRW�DOUHDG\�GRQH�VR��SOHDVH�WDNH�WKH�WLPH�WR�FRPSOHWH�RXU�WHUURULVP�ULVN�VXUYH\�DW�
ZZZ�MDQXVLDQ�FRP�VXUYH\�KWP���7KH�VXUYH\�LV�D�MRLQW�YHQWXUH�ZLWK�5$1'�(XURSH�WR�KHOS�XV�
EHWWHU�XQGHUVWDQG�FRUSRUDWH�DWWLWXGHV�WR�FULWLFDO�ULVN�LVVXHV��:H�ZLOO�EH�SUHVHQWLQJ�RXU�ILQGLQJV�
DW�D�IUHH�FRQIHUHQFH�LQ�/RQGRQ�RQ��VW�$SULO�������'HWDLOV�RI�WKH�FRQIHUHQFH�DUH�DYDLODEOH�IURP�
RXU�ZHEVLWH��ZZZ�MDQXVLDQ�FRP��XQGHU�WKH�1HZV�VHFWLRQ��� �
�
'DYLG�&ODULGJH�
0DQDJLQJ�'LUHFWRU�
�
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